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Was of getting to event viewer

* Goto * Goto
— Start — Start
— Control Panel, — Run
— Administrative Tools — type in "eventvwr.msc"

— Event Viewer



B Event Viewer

File

Eﬂ Event YWiewer (Local)

)
M
]
7

]

fckion  Wiew  Help

o=

Applicakion
Security

Svyskem

Inkernet Explorer
MetLimiter

Event Viewer (Local)

Mame

Description

Size

applicakion
SECUrky

Syskem

Internet Explorer

NetLimiter

Application Error Records
Security Audit Records
Swskem Error Records
iZuskom Log Errar Records
iZuskom Log Errar Recaords

212.0 KB
64.0 KB
=212.0 KB




What does it give us

* Application log

— The application log contains events logged by applications or programs.
For example, a database program might record a file error in the
application log. Program developers decide which events to monitor.

* Security log

— The security log records events such as valid and invalid logon
attempts, as well as events related to resource use such as creating,
opening, or deleting files or other objects. An administrator can specify
what events are recorded in the security log. For example, if you have
enabled logon auditing, attempts to log on to the system are recorded in
the security log.

* System log

— The system log contains events logged by Windows XP system
components. For example, the failure of a driver or other system
component to load during startup is recorded in the system log. The
event types logged by system components are predetermined by
Windows XP



Even more If your are runnig as a
domain controler

A computer running Windows configured as a domain controller
records events in two additional logs:

— Directory service log

* The directory service log contains events logged by the Windows directory
service. For example, connection problems between the server and the
global catalog are recorded in the directory service log.

— File Replication service log

* The File Replication service log contains events logged by the Windows File
Replication service. For example, file replication failures and events that
occur while domain controllers are being updated with information about
sysvol changes are recorded in the file replication log.

A computer running Windows configured as a Domain Name
System (DNS) server records events in an additional log:
— DNS server log

* The DNS server log contains events logged by the Windows DNS service.
Events associated with resolving DNS names to Internet Protocol (IP)
addresses are recorded in this log.



Events that can occur

* Error

— A significant problem, such as loss of data or loss of
functionality. For example, if a service fails to load during
startup, an Error event will be logged.

* Warning

— An event that is not necessarily significant, but may indicate a
possible future problem. For example, when disk space is low, a
Warning event will be logged.

* Information

— An event that describes the successful operation of an
application, driver, or service. For example, when a network
driver loads successfully, an Information event will be logged.



Security logging

Success Audit

— An audited security access attempt that succeeds.
For example, a user's successful attempt to log on to
the system will be logged as a Success Audit event.

* Failure Audit

— An audited security access attempt that fails. For
example, if a user tries to access a network drive and
fails, the attempt will be logged as a Failure Audit
event.

* By default, security logging is turned off. You can use Group Policy
to enable securlty logging. The administrator can also set auditing
policies in the registry that cause the system to halt when the

security log is full.



Application Errors



Example Events (Warning)

Event Properties

Event
D ate: QR Source: Usereny +
Time: 16:08:22 Category: Mone

+

Type: W arning Ewvent |D: 1109
User: NT AUTHORITYSSYSTEM
Computer: L33

iy

Descriphion:

CH=Riceh,

Patrick. 0U=Uszerz OU=Central. D C=central D C=ad D C=ucc D C=ie from a
different forest logged onto thiz machine. Crozs Forest Group Policy
procezzing iz dizabled and loopback procezsing haz been enforced in thiz
forest for this wzer accaunt,

Faor more information, see Help and Suppart Center at
http: £ fgo.microzoft, comefulink./events. asp.

k. ] [ Cancel




Example Events (Error)
Event Properties 7%

Ewvent

D ate: IERIEREIN Source: F-Secure Management f +
Timne: 092710 Cateqgony: Mone

Type: Error Ewvent [D: 103 +
U zer: M A,
Computer:  Lahw33

D escription:

2 2010-02-08 02:27:08+01:00 law38 CEMTRALNprice F-Secure

k anagement Agent

The module F-Secure Anti-irug Handler maonitored by F-Secure

kM anagement Agent haz stopped rezponding or was terminated. Bestarting
it waz not possible and it will not be functional untl the computer i
reztarted. |f thiz meszage appears after restarting the computer, contact
the spztemn adminiztrator or reinstall F-Secure products.

ak. | | Cancel




System Errors



Example event (warning

Event Properties

Ewvent

D ate: R Source: Dhop +
Time: 03:31:34 Category: Mone

Type: W arning Ewent |0 1007 +
Uzer: M A,
Computer, LAWw33

Dezcriphion:

“our computer haz automatically configured the 1P address for the
Metwork, Card with network address 0015C5405787. The IP address
being uzed iz 143.239.143.93.

For mare information, see Help and Support Center at
hittp: A fgo. microgoft, comdwlink./events. azp.

Data: (%) Bytes () Words
aooo: 00 o0 oo oo

ak. ] ’ Cancel




Example event (Error

Event Properties

Ewvent

Drate: AN Source: DCOM +
Time: 10:35:49 Categony: More

Type: Error Ewvent |0 10005 +
Uzer: CEMTRALprice

Computer: La38

Dezcription:

DCOM got ermor "'The service cannot be started, either becauze it iz
dizabled or becausze it haz no enabled devices azzociated with it "
atternpting to start the service upnphost with arguments ™ inarder to i
the server:

{204810B9-73B2-11D4-BF 42-00B 0001186 56}

For more infarmation, see Help and Support Center at
http: £ go.microgoft comdfwlink fevents. azp.

(] l [ Cancel
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